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Abstract
Cloud computing provides scalable and virtualized services to end users on demand. This
model provides access to computing, storage, and software resources over the Internet with
greater flexibility and a significant reduction in investment in physical infrastructure. Cloud
services typically use well-known protocols, standards, and network formats (such as
HTTP/HTTPS, TCP/IP, RESTful APIs) and are managed by different cloud providers (such
as AWS, Azure, Google Cloud). Despite the benefits, migration to the cloud has created new
security challenges. Bugs and vulnerabilities in the underlying technologies and legacy
protocols open the door for attackers to infiltrate. Attacks can affect the three fundamental
principles of information security (CIA Triad):
* Availability: Service disruption such as DDoS attacks
* Confidentiality: Data theft or traffic eavesdropping
* Integrity: Unauthorized changes to data or configurations
This article reviews various intrusions in the cloud environment, offers recommendations
based on intrusion detection systems (IDS) and intrusion prevention systems (IPS), their types
and techniques, and location It addresses the appropriateness of these systems in cloud
architecture to achieve security in next-generation networks.

Keywords: Cloud Security, Cloud Computing, Information Security (CIA Triad), Intrusion
Detection Systems (IDS)
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