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Investigating the application of elliptic curve cryptography in
securing wireless sensor networks

Mohammad Hadinia

Master's degree in Information Technology Engineering, Information Security major, Imam Reza International
University (PBUH)

Abstract -Wireless sensor networks are one of the important and influential technologies that
are increasingly being used in various sectors of human society today. A wireless sensor
network consists of a large number of sensor nodes that are widely distributed in an
environment and collect information from the environment. Wireless sensor networks (WSN)
are becoming a significant technology for a wide range of applications. Recent advances in
WSN have facilitated the realization. Wireless sensor networks have faced many challenges in
terms of application due to their diversity in different sciences. Due to the rapid growth of
wireless sensor networks (WSN) in today's world, these networks have entered all branches of
science and engineering And because of these wide applications of wireless sensor networks,
these networks are more exposed to security threats and attacks. It is necessary to provide an
effective key management scheme for wireless sensor networks, taking into account the
unique characteristics of sensors, which can protect these networks from all attacks and
threats and establish security. In this paper, with the help of elliptic curve cryptography
(ECC), a modified security method is presented to protect wireless sensor networks. Taking
advantage of the advantage of ECC, this scheme operates based on converting plain text to
ASCII code values and based on binary operations used in encryption, which can greatly
reduce the computational complexity and provide the security required for wireless sensor
networks.

Keywords: Network security, wireless sensor, elliptic curve cryptography.
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