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f External Attacker f- Attack from outside of network
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J Internal Attacker }: Attack from inside of network
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Abstract - A data network or a computer network is a telecommunication network in which
computers are used to exchange data. The form of data conversion is called packet, wireless media
or cable media are used to create links in the network (connections) between nodes. The Internet
is known as the most popular computer network. In computer networks, an attack is defined as any
attempt to destroy, disclose, alter, disable, steal, gain unauthorized access to, or use an asset. It
shows the classification of attackers, which are divided into two categories: external and internal
attackers. An external attacker is an external attack, where someone from outside the network tries
to bypass or penetrate secure systems. Outline of the foreign attacker in order to prevent the attacks
of this type of attacker, scientists suggest using a firewall. Network security is defined as
controlling incoming and outgoing network traffic based on a set of applied rules. A firewall places
a barrier between a trusted and secure internal network and other networks (eg the Internet) that
are assumed to be untrusted and secure. The major problem with firewall is that it cannot protect
the network from internal attackers. In other words, a firewall does not have the ability to prevent
individual users who use modems to dial in or out of the network and the attack bypasses the
firewall. To prevent the attacks of these types of attackers, the administrator uses the intrusion
detection system. An intrusion detection system (IDS) is a device or software that monitors
network or system activity for malicious activity or policy violations and provides reports to a
management station. In addition, a firewall can block a connection, while an intrusion detection
system (IDS) cannot block a connection and only reports any intrusion attempts to the security
manager. warns in this article, it states the importance of intrusion detection and checking its types,
in addition to checking its techniques.

Keywords: review, network security, intrusion detection system, network security techniques, IDS
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